Signature
manipulation

Co-tenant sandbox break Token generation

(hiv host) Key theft

Cold boot attacks :
Key tampering

Hardware Security Modules
(HSM)

Memory Encryption
(SME,PrivateCore, Tresor)

Multi-tenant reuse
(/dev/[K]lmem/*)

Live migration
snapshots

On-Premise & Cloud Encryption:

Isolation/

Blackbox custodian
Segmentation

Mitigate process/

Local fs attack _
service restarts

Rogue (weak) admin
Application

Confidentiality from J| compromise

Data-in-Use Encryption
service provider

(TDE, FPE, PPE)

Database
tablespace/datafile

File Encryption
(SecretBox, Vault, *.pem,PGP)

Via system backups

Plaintext leaks

Threat Scenarios

Network Transport Encryption v0.5
(SSL,TLS,IPSec,ssh) '

Disk/Vol Encryption
(dmcrypt,BitLocker)

3rd party action:
gov/civil capture,
e-Discovery

Media:
Logical loss of control

Multi-tenant media reuse

Co-tenant sandbox break
(new VMs on volume)

(Idevivgl*)

Via mounted
encrypted volumes
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Unauthorized access

Confidentiality from to secrets

service provider

Credentials e

Passwords
Keys
Disk repurpose

Disk theft

Media:
Physical loss of control

Server theft Server repurpose

Server retirement

Data-at-Rest
Compliance

Content Repudiation




