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a windows executable walkthrough (64bits)

. Hexadecimal dump ASCII dump Fields Values Explanation
D|SseCtEd PE 4DNSH 00 60-00 60 60 66-80 60 60 66-80 80 00 80  MZ.............. _ . ,
| Rt I e
0 00 00 ©0-00 00 00 00-00 00 00 P-40 BB B 0D  ............ Q.. e-tranew X otiset otthe F= Reader
Signature 'PE', 0, O constant signature
0ffset:8x48 .
64 86 03 00 Machine 0x8664 [AMD 64] processor: ARM/MIPS/Intel/...
SHA-1 41a4325d08¢783000796679faBace44ec3573307 gg gg gg gg EemeE o2 o1 66 60 00 00 08 06 60 68 I PE“d+:3 ....... I NumberofsSections I 3 I number of sections @
download @ pe101.corkami.com R : SizeofoptionalHeader 0xf0 relative offset of the section table @
Characteristics 0x102 [32b EXE] EXE/DLLY/...
I 0ffset:0x58 Magic 0x20b [64b] 32 bits/64 bits
= .0B'02 00 00 00 6B @B BB | = ........ AddressOfEntryPoint 0x1000 where execution starts @
4D SR 80 00-80 89 MZo o seeennnns, 00 00 00 00 00 00 00 00 PO 10 60 06 00 66 66 60 | ................ ImageBase 0x400000 address where the file should be mapped in memory
DOS header 0 00 40 00 00 00 00 88 00 10 06 00 80 02 00 88 . .@............. sectionAlignment 0x1000 where sections should start in memory @
0000 o0 e ot e nan o . 00 00 00 00 00 60 00 00 B4 B8 00 0B 00 00 00 08 | ................ FﬂeA”gnme"t _ 2x2[00 4 or Tater] where Zectior}s Sh?wi Ztart on file @
: 50 45 80 08-64 86 a PE..d3..cuven... 00740700700 PP 020000 oo 00 60 00 80 00 [ .@.............. Majorsubsystemversion NT 4 or later required version or Windows
snmp|e64 00 89 00 B9-F8 89 PE header =a _— @ SizeofImage 0x4000 total memory space required
% chows it's a 'modern’ binary 00 00 00 00 00 0O 0O 0O 0O 0O 0O 00 6B 60 00 60 | ................ . .
00 86 00 60 B8 80 B0 B8 90 B9 B8 80 60 88 88 88 SizeofHeaders 0x200 total size of the headers @
68 92 80 66-00 00 86 66 ....=........... [ RRORT R R s S 2 S Y T R R TR REEE TR et Subsystem 2 [Gur] driver/graphical/command line/...
gg gg ig ggigg o ey o 4 6o 66 00 oo leWeeweerGE@ 0000000000 ........ NumberofRvaAndsizes 16 number of data directories @
0 00 00 0000 OPtional header ..............
9999 41 5q oo 0e-80 0O 60 06-B0 0 60 0B-080 0O 80 B MZ.............. [4D SR 00 00-00 60 00 00-00 00 0O 00-00 00 00 08 MZ..............] gg gg gg ggigg 0000 U:x:;uut:bulﬁ ':ZOL':a;LOILU oo DRI ...00 00 00 PO-60 PGB GO BB | = ........ .
9930 95 g9 0o 0o-00 0O 60 06-80 08 60 06-40 8O 00 0O 80 00 00 00-00 00 060 ©6-00 00 0O 00-40 00 00 00 00 00 00 00-00 0O 0O 0O-00 0O 0O 0B-00 BB 06 B0 ................ 00 20 00 00-00 00 0O 00-00 0O 00 0DB-00 00 60 00 | ................ ImportsVA [ 0x2000 [ RVA of the imports 9
20 95 0 00-F 0 02 1-98 2 00 60-00 80 00 00 .. 20 96 00 00-Fa 00 02 01-8 02 08 06-00 80 80 00 .. 20 00 00 06-10 00 0000 . 60 60 00 60-80 00 00 00-00 060 60 66-00 86 06 06 | ................
e b e ] lef o B S w0. COata directories
00 00 60 00-60 00 00 DO-B4 0D 06 00-00 00 08 60 Bﬂ AA PG AA-AA AA AA AA-A4 AR AA AP-AA AR AR AA . 090 90 60 8 pointers to extra structures (exports, imports,...) .......... m .
00 40 00 06-00 62 60 00-00 0O 00 06-02 06 60 60 . . . e Sectlons table
00 00 06 06-00 60 60 60-00 00 08 06-06 60 60 60 .. E .
00 00 00 00-00 60 00 ©0-00 0B 00 00-00 60 60 08 .. ¢ h ead e r . 2E 74 65 78-74 00 00 00 text 00 10 60 ©6-06"160°00°00-00 02 00 00-peNe2Neeses . ............... .l A* physical size physical offset
S0 25 oo toon oo oo tooe o0 a0 ene oo oo b 3 : 00 10 00 00-00 16 06 06-06 02 @6 06-00 62 €0 80 ................ 00 00 00 00-00 00 00 00-00 00 00 00-20700700766 || .............. . Name  Virtualsize virtualaddress sizeofrawbata PointerToRawData Characteristics
‘ o o 0000000000 2E 72 64 61-74 61 00 80-00 10 60 00-00 20 00 80 .rdata | [ text 0x1000 0x1000 0x200 0x200 CODE EXECUTE READ]
8148 95 6o 0o 0o-00 00 60 06-2E 74 65 78-74 80 08 00 .technical details about the executable 2E 72 64 61-74 t t bl data.......... fTE R §
o0 10 30 60-90 10 60 0-00 62 8 86-20 02 80 00 . G0 1060 0a-00 13 00 0-08 0z 08 88-00 02 08 0o 00 82 00 B0-08 _Sec |Qns a e 00020000 -PONOUNEENE8-00 60 00 06-60 00 60 00 | ................ | .rdata .. 0x1000 . .. ... 0%2000 ..o 0%200. ... 0x400.......... INITIALIZED READ
2E 72 64 61-74 61 @8 00-88 18 B0 86-80 28 08 00 . 2E 72 64 61-74 61 @8 00-80 18 B9 86-80 20 08 00 . gg ?Z SZ gg’gz i:flgzsazovg;h;ﬂ; Isg:’::e:émag‘eargory ..@é.@.data. .- 00 00 00 00——‘— 77@7@rdat’ai .data_______| 0x1000...___..___. 0x3000_ ... 0x200. ... 0x600 _________. DATA __READ_._WRITE
O ) -0 O 0 T 1 G o 5 ) COr ) 0 ) (P (1 ) 1) 60 e 06 80 08 B0-08 60 08 B0-08 B0 0B B0-48 80 88 CO ............Q..+ 00 10 00 66-00 38 60 00-00 82 00 00-B0 06 @808 . . . .. B.......n. For each section, a SizeofRawData sized block is read from the file at PointerToRawData offset.
S I m p I 964 exe 8 ab oo oo-c6 00 00 06-0 00 0 d_4d o8 68 Lo ... .. .0 06 60 @0 60-00 60 00 00-00 B0 60 06-60 @6 60 06 ................ [N | 60 00 00 90-00 B0 60 00-00 00 00 00-AENEENEEONCE ............@..* Itwil be loaded in memory at address ImageBase + VirtualAddress in a VirtualSize sized block, with specific characteristics.
ot mlein e sn e n e bl Ot & Fen) 1 h e e e x86 assembly ' Equivalent C code
00 B9 00 00-00 08 FF 14-25 78 20 40-00 00 60 00 e 00 B9 00 00-80 00 FF 14-25 78 20 40-00 60 60 08 ‘}‘ﬂ/x Q.... 48 83 EC 28-41 B9 00 00- d 40 08 Has(A}....A+.0Q. sub rsp, 0x28 // stack adjustment
ieg 3C 20 06 06-00 60 60 60-00 00 08 06-98 20 60 60 3C 20 BB BB GB B@ BE BB 08 BO BB BB 98 ZB B@ BE L G | lil 5 200 2GR 1) @ A hco e d 2 :r)e@ } o ﬂ%é @ Offset: 6x260/RVA: bx4n1660 ~ mov I"9C|, O
78 28 00 B0-4C 20 00 08-00 80 00 00-08 00 60 80 X .. 78 20 80 90-4C 20 69 ©9-00 00 00 08-08 80 80 88 X ..L .......... (60 B9 @0 00-60 00 FF 14- W 3t Imexeciteds ag e 20 [oooc _ 28-41 B9 60 60-00 60 41 B8_— Has(H: H"’@@ mov r8d, 0x403000
AS 20 06 06-88 20 60 00O-00 00 08 06-06 60 60 60 AS 20 06 06-88 20 60 60-00 0OgNOC W8-06 60 60 60 N ..& .......... o o ] ] 3 ’
00 00 00 00-00 60 B0 B0-00 08 00 60-5C 20 60 00 08 08 3C 20 90 00-00 PO 00 0O-00 0O B0 08-98 20 08 B0 < .......... g . BA _ B9 60 06-66 00 FF 14-25 _ | I?a@' Lo “%e @ | mov edx, 0x40301B
o0 o6 o oon ob o aeon on oo aeen oo e o o o o 78 20 80 00-4C 20 00 06-80 00 08 60-00 06 80 B0 X ..L .......... |68 B9 00 00-00 00 FF 14-25 [78720740-00 e I%x Q. [ mov ecx, 0 , | | |
. . . ess A5 20 00 00-88 20 06 00-00 08 60 ©6-00 60 00 68 N ..& .......... . .l s .
1 67 65 42-¢5 78 41 oa-sc 25 00 0000 6 o0 60 . contents of the executable M e R e b A \ .. call [0x402088] ~MessageBox(0, "Hello world!","a simple PE executable’, 0);
00 00 00 60-00 00 80 PO-6A 20 00 00-80 00 60 00 00 08 o 90 90 86 - rt Dodl o mov ecx, O
2% 64 66 6000 75 73 65.72 33 32 2664 &€ &€ o0 .11 useraz.dll. L R 6o 06 o6 imports = Ex call [0x402078] ~Exitprocess (0);
968061 28 73 69-6D 70 6C 65-20 36 34 62-20 50 45 20 a simple 64b PE 61 28 73 69-6D 70 6C 65-20 36 34 62-20 50 45 28 a simple 64b PE (3 7/ 5y Ilnk between the exeCUtable and (Windows) Iibraries oo =lilES
65 78 65 63-75 74 61 62-6C 65 08 48-65 6C 6C 6F executable.Hello 65 78 65 63-75 74 61 62-6C 65 08 48-65 6C 6C 6F executable.Hello 61 67 65 42-6F 78 41 80-5C 26 08 60-60 00 06 08 ageBOXH'\ """
20 77 6F 72-6C 64 21 00-80 00 00 00-00 00 60 08  world!......... 20 77 6F 72-6C 64 21 90-80 00 00 00-00 00 60 08 world!......... 00 00 0O 00-00 00 0O BO-6A 20 00 0O-00 6O 66 68 ........ J o Of Feet: 83488 /R A+ Bx£62800 |mp0rtS Structures | Consequences
80 00 00 00-08 08 B8 BO-6B 65 72 6E-65 6C 33 32 ........ kerne132 Seix s -
2E 64 6C 6C-88 75 73 65-72 33 32 2E-64 6C 6C 88 .d11 user32.dll. -60 00 60 00-00 60 00 00-98 26 60 00 < .......... q . descriptors .
— : — 81201100:00-4C1200068-00 00 00 00-00 60 60 0O 0x203¢ 0x205¢c, o""
= a simple OC 20 00 Q009 oD 00D 0000 00 00 O0O—-00 00 00 00
65 78 65 63-75 74 ¢ data © executable.Hello 65726787678678787267070706798 60 066 00’90’6’@’69’8’6 . Hint,Name
26 77 6F 72-6C 64 ¢ information used by the code 5 yoridl... ... ... 00 00 00 00-00 00 00 00-00 00 00 B0-5C 20 00 00 0x2098|—~kernel32.d11 0,ExitProcess after loading
S ———— ¢ 20 62 0% | loors | O 2078 wil point fo kemela2.di's ExtProcess
69n74m50NT2=6FR63n65NT3=T308 00 00-4D 65 73 73  1tProcess...Mess | oxzodc . e | 0x102088 will point to user32.dll's MessageBox/A
61 67 65 42-6F 78 41 06-5C"20700 00-00 000008 a2geBoxA.\ ...... Mt Name
00 60 00 00-00 00 60 BO-6R 20 00 00-60 66 06 00 ........ Joeeeens 0x20A5 —~user32.d11 0,MessageBOXA
00 60 00 00-08 B0 BB BB-6B 65 72 6E-65 6C 33 32 ........ kernel32 o
PENGANGCNEC=08 75 73 65-72 3332 2E=64 6C 6C 080 .d11.user32.dl1. 0x2088 0x206a, 0
00008 *
,,,,,,,,,, All addresses here are RVAs.
0f fset:8x688/RVA: 8x£03088 ) Strings
61 28 73 69-6D 70 6C 65-26 36 34 62-20 50 45 20 :
a simple 64b PE a simple 64b PE executable\0
[E5N78NE5NE3=75N7 N6 1IN62=6CNE5N00 #8=656CNECY6E | executable.Hello | Hello world!\O
20 77 6F 72-6C 64 21 00 world!.

This is the whole file, however, most PE files contain more elements. Explanations are simplified, for conciseness. version 1 64b, 25th September 2012

Notes

MZ HEADER aka DOS_HEADER
Starts with 'MZ' (initials of Mark Zbikowski MS-DOS developer)

PE HEADER aka IMAGE_FILE_HEADERS / COFF file header
Starts with 'PE' (Portable Executable)

OPTIONAL HEADER aka IMAGE_OPTIONAL_HEADER

Optional only for non-standard PEs but required for executables

RVA Relative Virtual Address
Address relative to ImageBase (at ImageBase, RVA = 0)

Loading process
@ Headers

the DOS Header is parsed
the PE Header is parsed

(its offset is DOS Header's e_lfanew)
the Optional Header is parsed

(it follows the PE Header)

@ Execution

Code is called at the EntryPoint
the calls of the code go via the IAT to the APIs

p
a simple 64b PE executa...@

@ Imports

DataDirectories are parsed
they follow the OptionalHeader
their number is NumOfRVAAndSizes
imports are always #2
Imports are parsed
each descriptor specifies a DLLname

@ Mapping

the file is mapped in memory according to:
the ImageBase
the SizeOfHeaders
the Sections table

;I £ ;:'; DL(;-;:I;?aded - mc?mowlt | Almost all addresses of the headers are RVAs
c I . 2= an EIE [CEIE0 ShmiliEnEelERy In code, addresses are not relative.
@ Sections table g 5 for each API in INT Hello world! ’

Sections table is parsed L4 o = 0x0 0x400000—— ImageBase — its address is written in the IAT entry S

(it is located at: offset (OptionalHeader) + Size OfOptionalHeader)

. . 4 PointertoRawData 0x200 0x400200: SizeOfHeaders
e Jee
. 2 PointertoRawDat: 0x400 0x401000=— VirtualAdd = i i i i
FileAlignments and SectionAlignments | — cintertoRawData Aot T. alAddress IAT IAT Null-terminated list of pointers to Hint, Name structures
i PointertoRawData ey g Section 1 library.dil IAT Import Address Table
7| sections |z P o . rPCTTTTTTT T ! Null-terminated list of pointers
1 0x800 0x402000+— VitualAddress g Hint,"API name $ —L-API_Address: , On file it is a copy of the INT
= " 1 . . . .
: Section 2 R After loading it points to the imported APIs
| HINT
o P D @ Index in the exports table of a DLL to be imported
2 Section 3 Not required but provides a speed-up by reducing look-up

0x404000—+ —_

[ »




