
Executable AND Linkable Format

Equivalent C code

     0  1  2  3  4  5  6  7  8  9  A  B  C  D  E  F

00: 7F .E .L .F 01 01 01

10: 02 00 03 00 01 00 00 00 60 00 00 08 40 00 00 00

20:                         34 00 20 00 01 00

40: 01 00 00 00 00 00 00 00 00 00 00 08 00 00 00 08

50: 70 00 00 00 70 00 00 00 05 00 00 00

60: BB 2A 00 00 00 B8 01 00 00 00 CD 80

code

ELF header
identify as an ELF type

specify the architecture

x86 assembly

Fields Values

return 42;

me@nux:~$ ./mini
me@nux:~$ echo $?
42

Program Header
table

Execution information

e_ident

  EI_MAG

  EI_CLASS, EI_DATA

  EI_VERSION

e_type

e_machine

e_version

e_entry

e_phoff

e_ehsize

e_phentsize

e_phnum

p_type

p_offset

p_vaddr

p_paddr

p_filesz

p_memsz

p_flags

0x7F, "ELF"

1        ,1 

1

2

3

1

0x8000060

0x0000040

0x0034

0x0020

0001

ELFDATA2LSBELFCLASS32

EV_CURRENT

ET_EXEC

EM_386

EV_CURRENT

1

0

0x8000000

0x8000000

0x0000070

0x0000070

5

PT_LOAD

PF_R|PF_X

mov ebx, 42

mov eax, 1

int 80h

SC_EXIT

used among others in: 
 - Linux, Android, *BSD, Solaris, BeOS
 - PSP, Playstation 2-4, Dreamcast, GameCube, Wii
- various OSes made by Samsung, Ericsson, Nokia,
- Microcontrollers from Atmel, Texas Instruments

Equivalent C code

     0  1  2  3  4  5  6  7  8  9  A  B  C  D  E  F

00: CE FA ED FE 07 00 00 00 03 00 00 00 02 00 00 00

10: 02 00 00 00 88 00 00 00             01 00 00 00

20: 38 00 00 00

30:             00 00 00 00 C0 00 00 00 00 00 00 00

40: C0 00 00 00             05 00 00 00

50:             05 00 00 00 50 00 00 00 01 00 00 00

60: 10 00 00 00

70:

80:                                     B0 00 00 00

B0: 6A 2A B8 01 00 00 00 83 EC 04 CD 80

code
x86 assembly

Fields Values

mac:~ me$ ./mini
mac:~ me$ echo $?
42

SEGMENT cOMMAND
MAPPING INFORMATION

MACH header
identify as a MACH-O type
specify the architecture

THREAD cOMMAND
Execution information

THREAD STATE
values to be loaded in the processor

push 42

mov  eax, 1

sub  esp, 4

int  0x80 return 42;

magic

cputype

cpusubtype

filetype

ncmds

sizeofcmds

0xFEEDFACE

7

3

2

2

0x88

SC_EXIT

system call

cmd

cmdsize

vmaddr

vmsize

fileoff

filesize

initprot

1

0x38

0

0xc0

0

0xc0

5

cmd
cmdsize
flavor
count

5
0x50
1
0x10

eip 0xb0

(stack adjustment)

MH_MAGIC

CPU_TYPE_I386

CPU_SUBTYPE_I386_ALL

MH_EXECUTE

LC_UNIXTHREAD

R|X

x86_THREAD_STATE_32

LC_SEGMENT

used among others,
  by OS X, IOS,  STEP...
  on IPHONES, IPODS, MACS...
the MACH-O format comes from the MACH Kernel,
created at C      M      U,        in 1985arnegie ellon niversity

MACH-Object file format

Portable Executable

Equivalent C code

      0  1  2  3  4  5  6  7  8  9  A  B  C  D  E  F

000: .M .Z

030:                                     40 00 00 00

040: .P .E 00 00 4C 01

050:                   02 00 0B 01

060:                         40 01 00 00

070:             00 00 40 00 01 00 00 00 01 00 00 00

080:                         04 00

090: 60 01 00 00 40 01 00 00             03 00

140: B8 2A 00 00 00 C3

optional header
executable information

code

DOS header
it's a binary

x86 assembly

Fields Values

Signature              PE\0\0

Machine                0x14C [intel 386]

Characteristics        2 [executable]

mov eax, 42

retn return 42;

e_magic                MZ

e_lfanew               0x40 → PE Header

Magic                  0x10B [32b]

AddressOfEntryPoint    0x140

ImageBase              0x400000

SectionAlignment       1

FileAlignment          1

MajorSubsystemVersion  4 [NT 4 or later]

SizeOfImage            0x160

SizeOfHeaders          0x140

Subsystem              3 [CLI]

D:\>mini.exe

D:\>echo %errorlevel%
42

PE header
it's a 'modern' binary

→ 

used in:
 - all Windows since NT 3.1 (released in 1993)
 - Windows CE, RT, Mobile
 - Xbox, .NET

the "MZ" magic comes from Mark ZbikowskI (MS-DOS dev.)
the Optional header is required for executables.


